
Payment Passport
Evidence pack for one incoming payment: which checks were
performed, with which data and rule versions, and which
decision the processor signed and executed.

DISCLOSURE COPY

FIU_SUPERVISOR
Prepared for FNTT, Lithuanian FIU
Attachment to STR-2026-1172
Generated 2026-09-19T09:05:00Z

DECISION

FREEZE
On-chain status HELD (neutral; reason not
on-chain)

AMOUNT
4,800.00 EURC
≈ EUR 4,800.00 at receipt

NETWORK
Ethereum · chain ID 1

PAYMENT TRANSACTION
0xb418…1000

DECIDED (UTC)
2026-09-18T15:05:00Z
Officer review, four eyes · policy
SANC-01

EXECUTION TRANSACTION
0xd973…6a52

PACK

Pack ID f2a90c4d-5e1b-4d3a-8b77-0c6e9d1a2b34

Version · schema 1 · deflow-evidence/1.0

Created (UTC) 2026-09-18T15:05:32Z

Payment ref. INV-2077-000233

Merchant m_2077 (pseudonymous)

PROCESSOR (BENEFICIARY CASP)

Legal name ExamplePay UAB

LEI 984500EXAMPLE0000001

MiCA authorisation LT-CASP-2026-0042

Home NCA Bank of Lithuania

RFI channel compliance@examplepay.example

CHECKS SUMMARY

Check · section Result Performed (UTC) Source

Travel Rule data · B COMPLETE · before payment 2026-09-18T14:01:12Z PAYER

Wallet ownership · C VALID · ERC-1271 2026-09-18T14:02:05Z DEFLOW

KYT screening · D SEVERE · 1 alert 2026-09-18T14:06:03Z PROVIDER

Sanctions screening · E TRUE_MATCH 2026-09-18T14:06:05Z DEFLOW

Structuring detector · F FLAG 2026-09-18T14:06:05Z DEFLOW

Issuer blocklist · G NOT_LISTED 2026-09-18T14:06:05Z CHAIN

Rules applied · H 2026.09.2 2026-09-01T00:00:00Z (effective) PROCESSOR

SCOPE OF THIS DOCUMENT

This pack records which checks were performed on one payment, with which data, list versions and rule versions, and which decision
the processor signed and executed on-chain. It does not certify that the funds are legitimate and is not legal advice. Deflow is a
technology provider: it holds no keys and no client funds, and every decision in this pack was taken and signed by the processor.

This copy is the FIU_SUPERVISOR disclosure profile: the complete record with no fields withheld, plus the reporting annex. It must
not be forwarded to off-ramps, banks or any other party.

Source codes — CHAIN public on-chain data · PAYER supplied by the payer at checkout · PROVIDER external provider, reproduced
unmodified · DEFLOW computed by the Deflow engine · PROCESSOR data or decision of the processor. Specimen — all names, addresses,
hashes and references are fictional. Pack, evidence and projection hashes are real SHA-256 values over the attached JSON; signatures,
the timestamp token and the anchor are placeholders.
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A Payment identification
The on-chain transfer this pack refers to. Every other section is bound to this transaction hash.

Network Ethereum · EIP-155 chain ID 1 CHAIN

Token and contract EURC · 0x4772ec9c6c1e3310918940a5c3b07312822d61ce CHAIN

Amount 4,800.00 EURC CHAIN

EUR equivalent EUR 4,800.00 at 1.0000 (EUR e-money token, nominal 1:1); rate at receipt, fees
excluded

DEFLOW

Payer address 0x3ee28b7b5dd1114b00a6f9095fd3f17992ed3ac0 CHAIN

Deposit contract 0x617fdb2f4b88b085efa8b65783d882c8fe466800
payer-specific, owned by the processor

CHAIN

Transaction hash 0xb41875ee16d70f08ac302433f1735f2f303f103cab3847e3606c78e3ee191000 CHAIN

Block · timestamp (UTC) 25,874,309 · 2026-09-18T14:05:51Z CHAIN

Log index · confirmations 212 · 295 at decision CHAIN

Payment reference INV-2077-000233 PROCESSOR

B Travel Rule data
Originator and beneficiary information under Regulation (EU) 2023/1113, structured as IVMS101.2023 and collected at checkout before
payment.

Collected (UTC) 2026-09-18T14:01:12Z · before payment: yes DEFLOW

Originator type LEGAL_PERSON PAYER

Originator name (LEGL) Gamma Trading LLC PAYER

Identifier Office 000, Example Tower, Dubai (GEOGRAPHIC_ADDRESS) PAYER

Country AE PAYER

Originator account 0x3ee28b7b5dd1114b00a6f9095fd3f17992ed3ac0 PAYER

Originator CASP n/a — self-hosted address DEFLOW

Beneficiary Shop Beta SAS · merchant m_2077 PROCESSOR

Beneficiary CASP ExamplePay UAB · LEI 984500EXAMPLE0000001 PROCESSOR

Wallet type SELF_HOSTED — blockchain analytics: smart-contract wallet, no attributed service DEFLOW

Completeness check COMPLETE — no missing or meaningless values DEFLOW
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C Wallet ownership evidence
Proof that the payer controlled the sending address at the time of payment. The signature shows control of the address; how this evidence
is used is set by the processor's policy.

Required Yes — Self-hosted address; amount above EUR 1,000 DEFLOW

Method EIP-712 typed data, ERC-1271 smart-contract wallet DEFLOW

Signed message SHA-256
cc51a6bfd45170571c983e93e43151fc401eb3f830ee010731dd41a6ab0c80c9
full message in the attached JSON

PAYER

Domain · nonce · chain ID ExamplePay Checkout v1 · Lw7cQ0vRk2Nd · 1 DEFLOW

Issued · expires (UTC) 2026-09-18T14:01:58Z · 2026-09-18T14:11:58Z DEFLOW

Signature 0x73ea1f5e17882f434bacb6cdc15df2f680c74348e40e756ca60cee62bc0f1471ae
ab059d2fa7a751ee6cdc3f6daab31f884bcba553accea84de8191b151a4c4786

PAYER

Verification result VALID at 2026-09-18T14:02:05Z DEFLOW

Verified at block 25,874,290 — isValidSignature on the wallet contract CHAIN

Prior verification n/a — first payment from this address DEFLOW

D Transaction screening (KYT)
Result returned by the processor's blockchain-analytics provider, reproduced without modification.

Provider · product Chainalysis · KYT PROVIDER

API version v2 PROVIDER

Provider reference 5d0e9a41-77c2-4b3e-a1f6-2c8b90e4d5a7 PROVIDER

Screened (UTC) 2026-09-18T14:06:03Z PROVIDER

Risk level SEVERE (provider's own scale) PROVIDER

Alerts SEVERE: sanctions exposure, direct, received PROVIDER

Raw response SHA-256
e5bc4eb3cb5d69c49993d592e5f91c806c02906c9b4cd1806c82485d31a3b154
raw response kept in the master record

DEFLOW

EXPOSURE

Category Exposure Direction Share Value (USD)

sanctions DIRECT RECEIVED 61.0 % 3,176.88

exchange INDIRECT RECEIVED 32.5 % 1,692.60

unnamed service INDIRECT RECEIVED 6.5 % 338.52

Total 100.0 % 5,208.00
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E Sanctions screening
Names and wallet addresses screened against restrictive-measures lists in force at the time of screening.

Fields screened Originator name, identifier and country; payer address and its direct
counterparties

DEFLOW

Matching Jaro-Winkler on names; exact match on addresses · threshold 0.88 · calibration
CAL-2026-08

DEFLOW

Screened (UTC) 2026-09-18T14:06:05Z DEFLOW

Result TRUE_MATCH DEFLOW

Matched on Direct counterparty 0xae4bee273dda3ae3aa7e823b96097a9025ea8033: EU
Consolidated Financial Sanctions List entry EU.9999.99 (fictional). Payer address
itself not listed.

DEFLOW

Alert analysis 61% of the value received directly from a listed address. Corporate registry
extract of 2026-09-18 shows the originator 51% owned by the listed person.
Match confirmed; not a false positive.

PROCESSOR

Reviewed by MLRO-01 · second reviewer CO-03 PROCESSOR

LISTS IN FORCE AT SCREENING

List Version Loaded (UTC)

EU Consolidated Financial Sanctions List 2026-09-17 2026-09-17T06:00:10Z

Lithuania national list 2026-09-10 2026-09-10T06:00:08Z

UN Security Council Consolidated List 2026-09-16 2026-09-16T06:00:04Z

OFAC SDN incl. digital currency addresses (by policy) 2026-09-16 2026-09-16T18:00:02Z

F Structuring detector
Checks whether this payment is part of a pattern of split payments from linked sources.

Rule · window SPLIT-03 · 72 h DEFLOW

Thresholds Aggregate EUR 5,000 or more, or 3+ payments within 10% below EUR 1,000,
from one address cluster

DEFLOW

Linked payments 2 — c41d0a77-2e9f-4b18-8d35-61a0f7c2e904
e9b25f10-8c4d-47a1-b6e2-3d9f0a1c5b88

DEFLOW

Features 3 payments in 41 h from 2 addresses in one provider cluster; aggregate EUR
9,600.00

DEFLOW

Score 0.81 DEFLOW

Result FLAG DEFLOW
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G Issuer controls
Whether the token issuer has blocked the payer address or the deposit contract.

Checked Payer address and deposit contract on
0x4772ec9c6c1e3310918940a5c3b07312822d61ce at block 25,874,309

CHAIN

Result NOT_LISTED CHAIN

H Rules and versions
The processor-approved rule set that produced the recommendation, so the decision can be reproduced.

Rules version 2026.09.2 DEFLOW

Ruleset hash SHA-256
3dd3599276343418e608b5f78e29d0e7daf8e3983c94b9d2b33eca6306246d66

DEFLOW

Effective from 2026-09-01T00:00:00Z PROCESSOR

Approved by MLRO-01 PROCESSOR

Engine version deflow-core@4f2c1ab DEFLOW

Thresholds applied Auto-credit: KYT LOW, no alerts, sanctions NO_MATCH, structuring PASS.
Auto-hold: KYT HIGH or above, or any sanctions alert. Wallet proof: self-hosted,
EUR 1,000 or more.

DEFLOW

Recommendation HOLD DEFLOW

I Timeline
Every state change of the payment shown in this copy, in order.

Time (UTC) Event On-chain
status

Reference Source

2026-09-18T14:01:12Z Travel Rule data received at checkout — tr_c22e90 PAYER

2026-09-18T14:02:05Z Wallet signature verified (EIP-712, ERC-1271) — — DEFLOW

2026-09-18T14:05:51Z Payment received in deposit contract PENDING 0xb418…1000 CHAIN

2026-09-18T14:06:03Z KYT result received (SEVERE, direct sanctions
exposure)

— 5d0e9a41-77c2-4b3e-a
1f6-2c8b90e4d5a7

PROVIDER

2026-09-18T14:06:05Z Sanctions alert raised; auto-hold under rule
SANC-01

— — DEFLOW

2026-09-18T14:06:40Z Hold executed by contract HELD 0xa563…fd37 CHAIN

2026-09-18T14:20:00Z Officer case opened (MLRO-01) — — PROCESSOR

2026-09-18T15:02:00Z Match confirmed by second reviewer (CO-03) — — PROCESSOR

2026-09-18T15:05:00Z Decision FREEZE signed — — PROCESSOR

2026-09-18T15:05:31Z Lock commitment updated by contract HELD 0xd973…6a52 CHAIN

On-chain statuses are neutral — PENDING, HELD, CREDITED, RETURNED — and carry no reason. An ordinary review and a freeze both
appear on-chain as HELD.
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J Decision
The decision taken and signed by the processor, and its on-chain execution.

Decision FREEZE PROCESSOR

Mode · policy OFFICER_REVIEW · SANC-01 PROCESSOR

Reason codes SANCTIONS_TRUE_MATCH
KYT_DIRECT_SANCTIONS_EXPOSURE
STRUCTURING_FLAG

PROCESSOR

Rationale Confirmed match on the direct counterparty and an ownership link of the
originator to the listed person. Funds stay in the deposit contract as a suspense
position until the competent authority gives instructions. Return to sender is
prohibited.

PROCESSOR

Decided by MLRO-01 · second reviewer CO-03 PROCESSOR

Decided (UTC) 2026-09-18T15:05:00Z PROCESSOR

Decision signature EIP-712 over {pack_id, decision, evidence_root} by
0xb2cbfa3e018233081358c88c2b4efa8857a7e60a
0xb95d…d582 (specimen placeholder)

PROCESSOR

Evidence root signed 441bcff8a5eec272813a04f65aa31cce8ec3e34b696ad30a6c4fd326aedd865a
covers sections A–H; fixed before the decision

DEFLOW

Return path Blocked. In HELD the contract stores an opaque lock commitment; RETURN or
CREDIT requires opening it to a releasable value, which a FREEZE commitment
cannot do. Release needs recorded authority instructions.

CHAIN

Execution transaction 0xd9732d92d25bca02ac340896103a9e2a40bf922f61d4bfc6dfb8ea14d9906a52 CHAIN
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K Integrity and verification
How the recipient can check that this copy is authentic, complete and unchanged — without trusting Deflow.

Master root SHA-256
8503c799218f2f1893eb045688c84e5a337a40ed3ee2f728177d9484bf04ad45
salted hash tree over the full master record

DEFLOW

Evidence root SHA-256
441bcff8a5eec272813a04f65aa31cce8ec3e34b696ad30a6c4fd326aedd865a
sections A–H only; signed in the decision

DEFLOW

This copy SHA-256
d4edb178bb04ab8aed047d9b33cb32e79c86233acf191bf782fe6ac264be9c69
passport_f2a90c4d_FIU_SUPERVISOR.json, attached to this PDF

DEFLOW

Processor signature ES256, detached JWS · key examplepay-evidence-2026-01
certificate 7ec0fb…8e64 (specimen placeholder)

PROCESSOR

Timestamp Example Qualified TSA (fictional) · 2026-09-19T09:05:00Z · serial
71c33c319612df75
RFC 3161 (specimen placeholder)

PROVIDER

Anchor batch Merkle root c1a8ce…6f7e in tx 0x8d51…d4bf
no personal data on-chain (specimen placeholder)

CHAIN

Previous pack hash 50c465…45fd (processor journal) DEFLOW

Retention until 2033-09-18 · legal hold: yes PROCESSOR

HOW TO VERIFY

1. Verify the processor's signature over the attached JSON with the certificate at https://evidence.examplepay.example/keys.
2. Validate the RFC 3161 timestamp token against the timestamp authority's certificate.
3. Look up 0xb418…1000 and 0xd973…6a52 in any block explorer for chain ID 1.
4. Recompute the projection hash over the attached JSON without its integrity block.
5. Rebuild the hash tree: SHA-256(salt � value) for each disclosed value, the stated hash for each withheld field or group, and for
each object or list the hash of its children. The root must equal the master root above; sections A–H must give the evidence root
signed in the decision.
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Annex · Reporting record

FIU / SUPERVISOR COPY ONLY

A separate record, linked to this pack by its master root and not part of the pack's hash tree, so no other copy can reveal that
it exists. Never disclose it, or the fact of a report or an ongoing analysis, outside FIU and supervisor channels.

Record ID rep_2026_0918_0007 PROCESSOR

Linked pack f2a90c4d-5e1b-4d3a-8b77-0c6e9d1a2b34
master root
8503c799218f2f1893eb045688c84e5a337a40ed3ee2f728177d9484bf04ad45

DEFLOW

Restrictive-measures report Competent authority for restrictive measures (LT)
submitted 2026-09-18T17:30:00Z · ref RM-2026-0918-07

PROCESSOR

Suspicious transaction
report

FNTT, Financial Crime Investigation Service (LT FIU)
submitted 2026-09-19T09:10:00Z · ref STR-2026-1172

PROCESSOR

Authority instructions PENDING — none received as of this copy PROCESSOR

Funds status 4,800.00 EURC held in 0x617fdb2f4b88b085efa8b65783d882c8fe466800 since
2026-09-18T14:06:40Z

CHAIN

Record hash SHA-256
c4a8bb7f7baebe3332ee9e3a833e1268b089654e6557685cae68b5e4fdd4f9be
reporting_rep_2026_0918_0007.json, attached

DEFLOW
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{
  "schema_version": "deflow-evidence/1.0",
  "specimen": true,
  "pack_id": "f2a90c4d-5e1b-4d3a-8b77-0c6e9d1a2b34",
  "profile": "FIU_SUPERVISOR",
  "prepared_for": "FNTT, Lithuanian FIU",
  "purpose": "Attachment to STR-2026-1172",
  "generated_at": "2026-09-19T09:05:00Z",
  "data": {
    "pack_id": "f2a90c4d-5e1b-4d3a-8b77-0c6e9d1a2b34",
    "pack_version": "1",
    "schema_version": "deflow-evidence/1.0",
    "created_at": "2026-09-18T15:05:32Z",
    "payment_ref": "INV-2077-000233",
    "merchant_id": "m_2077",
    "processor": {
      "legal_name": "ExamplePay UAB",
      "lei": "984500EXAMPLE0000001",
      "casp_id": "LT-CASP-2026-0042",
      "nca": "Bank of Lithuania",
      "rfi_channel": "compliance@examplepay.example",
      "cert_url": "https://evidence.examplepay.example/keys"
    },
    "onchain": {
      "chain_name": "Ethereum",
      "chain_id": 1,
      "token": "EURC",
      "token_contract": "0x4772ec9c6c1e3310918940a5c3b07312822d61ce",
      "amount": "4800.00",
      "fx_rate_eur": "1.0000",
      "amount_eur": "4800.00",
      "fx_source": "EUR e-money token, nominal 1:1",
      "fx_at": "2026-09-18T14:05:51Z",
      "payer_address": "0x3ee28b7b5dd1114b00a6f9095fd3f17992ed3ac0",
      "deposit_contract": "0x617fdb2f4b88b085efa8b65783d882c8fe466800",
      "tx_hash": "0xb41875ee16d70f08ac302433f1735f2f303f103cab3847e3606c78e3ee191000",
      "block_number": 25874309,
      "block_timestamp": "2026-09-18T14:05:51Z",
      "log_index": 212,
      "confirmations": 295
    },
    "travel_rule": {
      "standard": "IVMS101.2023",
      "collected_at": "2026-09-18T14:01:12Z",
      "collected_before_payment": true,
      "originator": {
        "type": "LEGAL_PERSON",
        "name": "Gamma Trading LLC",
        "identifier": "Office 000, Example Tower, Dubai",
        "identifier_type": "GEOGRAPHIC_ADDRESS",
        "country": "AE",
        "account": "0x3ee28b7b5dd1114b00a6f9095fd3f17992ed3ac0"
      },
      "originator_vasp": null,
      "protocol": null,
      "beneficiary": {
        "name": "Shop Beta SAS"
      },
      "wallet_type": "SELF_HOSTED",
      "wallet_type_method": "blockchain analytics: smart-contract wallet, no attributed service",
      "completeness": "COMPLETE"
    },
    "wallet_ownership": {
      "required": true,
      "reason": "Self-hosted address; amount above EUR 1,000",
      "method": "EIP-712 typed data, ERC-1271 smart-contract wallet",
      "message": "{\"domain\":{\"chainId\":1,\"name\":\"ExamplePay Checkout\",\"verifyingContract\":\"0x617fdb2f4b88b085efa8b65783d882c8fe466800\",\"version\":\"1\"},\"message\":{\"amount\":\"4800.00 EURC\",\"issuedAt\":\"2026-09-18T14:01:58Z\",\"nonce\":\"Lw7cQ0vRk2Nd\",\"payer\":\"0x3ee28b7b5dd1114b00a6f9095fd3f17992ed3ac0\",\"paymentRef\":\"INV-2077-000233\"},\"primaryType\":\"PaymentAuthorisation\"}",
      "message_sha256": "cc51a6bfd45170571c983e93e43151fc401eb3f830ee010731dd41a6ab0c80c9",
      "domain": "ExamplePay Checkout v1",
      "nonce": "Lw7cQ0vRk2Nd",
      "chain_id": 1,
      "issued_at": "2026-09-18T14:01:58Z",
      "expires_at": "2026-09-18T14:11:58Z",
      "signature": "0x73ea1f5e17882f434bacb6cdc15df2f680c74348e40e756ca60cee62bc0f1471aeab059d2fa7a751ee6cdc3f6daab31f884bcba553accea84de8191b151a4c4786",
      "result": "VALID",
      "verified_at": "2026-09-18T14:02:05Z",
      "verified_block": 25874290,
      "prior_pack_id": null
    },
    "kyt": {
      "provider": "Chainalysis",
      "product": "KYT",
      "api_version": "v2",
      "external_ref": "5d0e9a41-77c2-4b3e-a1f6-2c8b90e4d5a7",
      "screened_at": "2026-09-18T14:06:03Z",
      "risk_level": "SEVERE",
      "alerts": [
        "SEVERE: sanctions exposure, direct, received"
      ],
      "exposures": [
        {
          "category": "sanctions",
          "exposure": "DIRECT",
          "direction": "RECEIVED",
          "share_pct": "61.0",
          "value_usd": "3176.88"
        },
        {
          "category": "exchange",
          "exposure": "INDIRECT",
          "direction": "RECEIVED",
          "share_pct": "32.5",
          "value_usd": "1692.60"
        },
        {
          "category": "unnamed service",
          "exposure": "INDIRECT",
          "direction": "RECEIVED",
          "share_pct": "6.5",
          "value_usd": "338.52"
        }
      ],
      "raw_response_sha256": "e5bc4eb3cb5d69c49993d592e5f91c806c02906c9b4cd1806c82485d31a3b154"
    },
    "sanctions": {
      "fields_screened": "Originator name, identifier and country; payer address and its direct counterparties",
      "algorithm": "Jaro-Winkler on names; exact match on addresses",
      "threshold": "0.88",
      "calibration_version": "CAL-2026-08",
      "lists": [
        {
          "name": "EU Consolidated Financial Sanctions List",
          "version": "2026-09-17",
          "loaded_at": "2026-09-17T06:00:10Z"
        },
        {
          "name": "Lithuania national list",
          "version": "2026-09-10",
          "loaded_at": "2026-09-10T06:00:08Z"
        },
        {
          "name": "UN Security Council Consolidated List",
          "version": "2026-09-16",
          "loaded_at": "2026-09-16T06:00:04Z"
        },
        {
          "name": "OFAC SDN incl. digital currency addresses (by policy)",
          "version": "2026-09-16",
          "loaded_at": "2026-09-16T18:00:02Z"
        }
      ],
      "screened_at": "2026-09-18T14:06:05Z",
      "result": "TRUE_MATCH",
      "matched_on": "Direct counterparty 0xae4bee273dda3ae3aa7e823b96097a9025ea8033: EU Consolidated Financial Sanctions List entry EU.9999.99 (fictional). Payer address itself not listed.",
      "alert_analysis": "61% of the value received directly from a listed address. Corporate registry extract of 2026-09-18 shows the originator 51% owned by the listed person. Match confirmed; not a false positive.",
      "reviewer": "MLRO-01",
      "second_reviewer": "CO-03"
    },
    "structuring": {
      "rule_id": "SPLIT-03",
      "window": "72 h",
      "thresholds": "Aggregate EUR 5,000 or more, or 3+ payments within 10% below EUR 1,000, from one address cluster",
      "linked_count": 2,
      "linked_pack_ids": [
        "c41d0a77-2e9f-4b18-8d35-61a0f7c2e904",
        "e9b25f10-8c4d-47a1-b6e2-3d9f0a1c5b88"
      ],
      "features": "3 payments in 41 h from 2 addresses in one provider cluster; aggregate EUR 9,600.00",
      "score": "0.81",
      "result": "FLAG",
      "evaluated_at": "2026-09-18T14:06:05Z"
    },
    "issuer": {
      "checked": "Payer address and deposit contract",
      "block": 25874309,
      "result": "NOT_LISTED",
      "checked_at": "2026-09-18T14:06:05Z"
    },
    "rules": {
      "rules_version": "2026.09.2",
      "ruleset_hash": "3dd3599276343418e608b5f78e29d0e7daf8e3983c94b9d2b33eca6306246d66",
      "approved_by": "MLRO-01",
      "effective_from": "2026-09-01T00:00:00Z",
      "engine_version": "deflow-core@4f2c1ab",
      "thresholds": "Auto-credit: KYT LOW, no alerts, sanctions NO_MATCH, structuring PASS. Auto-hold: KYT HIGH or above, or any sanctions alert. Wallet proof: self-hosted, EUR 1,000 or more.",
      "recommendation": "HOLD"
    },
    "timeline": {
      "onchain": [
        {
          "at": "2026-09-18T14:05:51Z",
          "event": "Payment received in deposit contract",
          "onchain_status": "PENDING",
          "ref": "0xb41875ee16d70f08ac302433f1735f2f303f103cab3847e3606c78e3ee191000",
          "source": "CHAIN"
        },
        {
          "at": "2026-09-18T14:06:40Z",
          "event": "Hold executed by contract",
          "onchain_status": "HELD",
          "ref": "0xa563924c9be6fdff3726b694c6db3a9ce49c7cbfbd1f11ef55d0563c090ffd37",
          "source": "CHAIN"
        },
        {
          "at": "2026-09-18T15:05:31Z",
          "event": "Lock commitment updated by contract",
          "onchain_status": "HELD",
          "ref": "0xd9732d92d25bca02ac340896103a9e2a40bf922f61d4bfc6dfb8ea14d9906a52",
          "source": "CHAIN"
        }
      ],
      "offchain": [
        {
          "at": "2026-09-18T14:01:12Z",
          "event": "Travel Rule data received at checkout",
          "onchain_status": null,
          "ref": "tr_c22e90",
          "source": "PAYER"
        },
        {
          "at": "2026-09-18T14:02:05Z",
          "event": "Wallet signature verified (EIP-712, ERC-1271)",
          "onchain_status": null,
          "ref": null,
          "source": "DEFLOW"
        },
        {
          "at": "2026-09-18T14:06:03Z",
          "event": "KYT result received (SEVERE, direct sanctions exposure)",
          "onchain_status": null,
          "ref": "5d0e9a41-77c2-4b3e-a1f6-2c8b90e4d5a7",
          "source": "PROVIDER"
        },
        {
          "at": "2026-09-18T14:06:05Z",
          "event": "Sanctions alert raised; auto-hold under rule SANC-01",
          "onchain_status": null,
          "ref": null,
          "source": "DEFLOW"
        },
        {
          "at": "2026-09-18T14:20:00Z",
          "event": "Officer case opened (MLRO-01)",
          "onchain_status": null,
          "ref": null,
          "source": "PROCESSOR"
        },
        {
          "at": "2026-09-18T15:02:00Z",
          "event": "Match confirmed by second reviewer (CO-03)",
          "onchain_status": null,
          "ref": null,
          "source": "PROCESSOR"
        },
        {
          "at": "2026-09-18T15:05:00Z",
          "event": "Decision FREEZE signed",
          "onchain_status": null,
          "ref": null,
          "source": "PROCESSOR"
        }
      ]
    },
    "decision": {
      "decision": "FREEZE",
      "mode": "OFFICER_REVIEW",
      "policy_ref": "SANC-01",
      "reason_codes": [
        "SANCTIONS_TRUE_MATCH",
        "KYT_DIRECT_SANCTIONS_EXPOSURE",
        "STRUCTURING_FLAG"
      ],
      "rationale": "Confirmed match on the direct counterparty and an ownership link of the originator to the listed person. Funds stay in the deposit contract as a suspense position until the competent authority gives instructions. Return to sender is prohibited.",
      "officer_id": "MLRO-01",
      "second_reviewer": "CO-03",
      "decided_at": "2026-09-18T15:05:00Z",
      "signer_address": "0xb2cbfa3e018233081358c88c2b4efa8857a7e60a",
      "signature": "0xb95d20bdb6779729a480dbfa54263fb76fd4760c5917a3a0d1847ececa00f34197237cea480b06a590b7062d99ba54307e27e5872cfcc819f653cbd97c39a9d582",
      "execution_tx": "0xd9732d92d25bca02ac340896103a9e2a40bf922f61d4bfc6dfb8ea14d9906a52",
      "return_blocked": true
    },
    "retention": {
      "until": "2033-09-18",
      "legal_hold": true
    }
  },
  "salts": {
    "pack_id": "6e8546e04083b72af0692c048cb55cee",
    "pack_version": "bb9ac6ebe0c4e1b40dbd65b105374194",
    "schema_version": "f3713d14547274230b4d1aafbbfbd271",
    "created_at": "5060794794fc7fe85aee0e50953f1fb2",
    "payment_ref": "46b2fc003a884a3367e0dcf80546fbf5",
    "merchant_id": "883fa7e3fc72a4202f0f308b9d3fa53d",
    "processor.legal_name": "ada18b1dea7db0448a45be3e0d56dcd7",
    "processor.lei": "69d137e30fd478d58c117cb5f2551784",
    "processor.casp_id": "238623470dd94ba1262f4efa579f41c2",
    "processor.nca": "a54aab449bc772029300f5059c6092ad",
    "processor.rfi_channel": "27cf91ecb889406e566eb48397bf4971",
    "processor.cert_url": "8bfa607de6d10c129d929b58ccd03d00",
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    "decision.signer_address": "850f044391504bfa04a7788f09e48106",
    "decision.signature": "7e1b09071cc681f3b5e96da06dbaeb57",
    "decision.execution_tx": "d7cc8dbe176a5bfcd9e0d112c8a2a405",
    "decision.return_blocked": "e22ab439324fd2679571c91f03715fe2",
    "retention.until": "b60f0b8e9f9e529b0ca4ac63afcb96e7",
    "retention.legal_hold": "e5d4f3e4deab1ec7567d89c3400fbec5"
  },
  "integrity": {
    "sig_alg": "ES256, detached JWS",
    "key_id": "examplepay-evidence-2026-01",
    "cert_fingerprint": "7ec0fb224855bea740e6436f29abd16db272a39adcbe82583350a6d985b88e64",
    "signature": "eyJhbGciOiJFUzI1NiJ9..6a1548be9fab9aa94c4e77ebbcdef8421e2499b70c5734232db6a110faf35b30e2ce64c77c59fad645e8fdf5d2f2fd5b",
    "tsa": "Example Qualified TSA (fictional)",
    "ts_time": "2026-09-19T09:05:00Z",
    "ts_serial": "71c33c319612df75",
    "anchor_root": "c1a8cee2424c8888ebc194258b5eca88022c9ede2dbb569577b7f71c60616f7e",
    "anchor_tx": "0x8d51081f5fa06c39d5e65a008ba89e8e73e8f6b40347608f39d7e8d2f64cd4bf",
    "prev_pack_hash": "50c465b85a14490f6682671abfd56ced34e6fe973b01f6a8845e2546639245fd",
    "master_root": "8503c799218f2f1893eb045688c84e5a337a40ed3ee2f728177d9484bf04ad45",
    "evidence_root": "441bcff8a5eec272813a04f65aa31cce8ec3e34b696ad30a6c4fd326aedd865a",
    "projection_hash": "d4edb178bb04ab8aed047d9b33cb32e79c86233acf191bf782fe6ac264be9c69",
    "canonicalisation": "sorted keys, no whitespace, UTF-8 (RFC 8785-equivalent here)",
    "note": "signature, cert_fingerprint, ts_*, anchor_* and prev_pack_hash are specimen placeholders"
  }
}


{
  "record_id": "rep_2026_0918_0007",
  "pack_id": "f2a90c4d-5e1b-4d3a-8b77-0c6e9d1a2b34",
  "pack_master_root": "8503c799218f2f1893eb045688c84e5a337a40ed3ee2f728177d9484bf04ad45",
  "freeze_report": {
    "authority": "Competent authority for restrictive measures (LT)",
    "submitted_at": "2026-09-18T17:30:00Z",
    "ref": "RM-2026-0918-07"
  },
  "str": {
    "fiu": "FNTT, Financial Crime Investigation Service (LT FIU)",
    "submitted_at": "2026-09-19T09:10:00Z",
    "ref": "STR-2026-1172"
  },
  "authority_instructions": {
    "status": "PENDING",
    "received_at": null
  },
  "funds_status": {
    "held_in": "0x617fdb2f4b88b085efa8b65783d882c8fe466800",
    "since": "2026-09-18T14:06:40Z",
    "amount": "4800.00 EURC"
  }
}

